
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

INTRODUCTION TO 

ISO 9001:2015 

ISO/IEC 27001:2013 INTERNAL AUDITING 

Duration: 2 Days

PROGRAM OVERVIEW

This course is based on workshops and case studies 
which should provide the internal auditors with 
the skills to plan, execute, and report and positively 
follow-up corrective actions, resulted from internal 
audits for Information Security Management System 
(ISMS) against ISO/IEC 27001. The course is designed 
to follow all the stages of an audit, from planning, 
preparing, opening meeting, executing Internal Audit 
until closing meeting and finding closures. Through 
lectures, exercises and some practical workshops, you 
will learn how to conduct an effective internal audit 
within your organization. You will also learn how to 
plan and conduct a structured internal audit, including 
the evaluation of effective corrective actions.

OBJECTIVES

•	 To build competency of internal auditors in 
assessing the organization’s ISMS against the ISO/
IEC 27001 standard.

•	 To provide an understanding of the functions 
of audits and the roles of auditors in effecting 
continual improvement within ISMS.

•	 To develop more effective auditing techniques, 
improve capability of evaluations and 
communication skills of ISMS internal auditors.

•	 To develop more professional reporting capability 
of internal auditors and to increase the abilities of 
auditees to implement corrective action programs.

COURSE CONTENTS

•	 The interrelationship between ISO/IEC 27001, 
ISO/IEC 27002, and ISO 19001.

•	 Understanding of risk assessment and risk 
management and the techniques of auditing 
them.

•	 Undertaking an effective ISMS Audit against the 
ISO/IEC 27001 standard.

•	 Producing an internal audit program and internal 
audit plan.

•	 Understanding how to plan a risked based 
audit along the identified business processes; 
resources and timings; and use of checklists.

•	 Selecting significance audit objective evidences 
and evaluating them objectively.

•	 Improving communication skills in the 
presentation of audit reports.

•	 Corrective actions for effectiveness of ISMS 
within organization.

WHO SHOULD ATTEND?

•	 Top and Middle Management
•	 Information Security Professionals (IT Security 

Officers, etc.) who are seeking to enhance their 
knowledge in ISMS.

•	 IT and Audit Executives seeking to enhance their 
auditing skills.

•	 IT and Non-IT Professionals who are interested to 
learn more about ISMS and its importance.


